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Abstract—Based on the working principle and system architecture of near field communication(NFC), this paper
analyzes the security threats and requirements in NFC mobile payment systems, constructs a NFC mobile payment
communication model based on national security technology, and designs the corresponding NFC mobile payment
authentication protocol. This model uses Xshell terminal simulation software and GmSSL cipher toolbox to achieve
identity authentication and authentication functions for both communication parties, and ensures the confidentiality and
integrity of key transaction data during transmission. The security analysis of the protocol shows that it has good defense
effects against attacks such as eavesdropping, impersonation, replay, business denial, and tampering. The experimental
comparison results show that the model in this paper has obvious advantages in resisting tampering attacks, resisting
Replay attack, resisting counterfeiting attacks, and authentication of both parties.
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