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Curriculum Development for Industrial Security
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Abstract—Cyberattacks in the industrial domain increasingly extend from cyberspace to physical space, resulting in
severe consequences such as environmental pollution and loss of life. Traditional cybersecurity courses are
predominantly confined to the information domain, making them inadequate to address the cross-domain security
demands of industrial systems. Thus, it is imperative to explore methods for developing cybersecurity curricula tailored
to the needs of industrial security. This study analyzes the requirements for industrial security professionals and
educational needs, proposing a demand-driven, four-dimensional curriculum framework integrating "security theory,"
"'security skills," ""security awareness," and "'security perspective.” The proposed framework aims to provide a reference
for the development of cross-domain courses in related fields.
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