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Abstract—This paper focuses on the ideological and political construction of cryptography courses. By exploring the
ideological and political value elements contained in the development history of cryptography, it proposes the talent
cultivation goals for the ideological and political construction of cryptography courses. Further, by analyzing the typical
problems existing in the current ideological and political education of cryptography courses, this paper discusses the
teaching methods and implementation paths of ideological and political education in cryptography courses from four
dimensions: in-depth exploration of ideological and political elements, enrichment of teaching content, optimization of
teaching forms, and improvement of teaching evaluation systems. It builds a bridge between course knowledge points
and ideological and political elements and proposes the design ideas for ideological and political special topic discussion
courses in cryptography. Finally, by comparing the teaching effectiveness before and after integrating ideological and
political education into professional teaching, it is found that students' learning outcomes and innovative practical
abilities have both improved significantly.
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