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Abstract—Aiming at the problems of low universality, strong data dependence, and low detection rate in existing
intrusion detection methods, an intrusion detection model based on imbalanced data is proposed. By analyzing the data
characteristics of network traffic and focusing on the imbalanced nature, combined with the random forest model,
valuable features are extracted from large amounts of imbalanced network data to enable effective classification. First,
the Borderline-SMOTE oversampling strategy is used to balance the original data, enhancing the contribution of
minority class samples and improving classification efficiency. Second, a classification model is built using random forests
to accurately identify attack behaviors. Finally, experiments are conducted on the NSL-KDD dataset. Results show that
the combination of Borderline-SMOTE and random forest outperforms other methods in accuracy, F1-Score, and attack
detection capability, demonstrating strong practicality and effectiveness. This method provides an effective solution for
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detecting small-traffic attacks.

Keywords—Intrusion detection, Borderline-SMOTE, Random Forest, NSL-KDD data set
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