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Reform and Practice of C Programming Education Oriented
Toward Security Awareness

Hui Wang Qi Feng

School of Cyber Science and Engineering of Wuhan University
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Cong Peng Debiao He Libing Wu Min Luo

Abstract—With the rapid development of information technology and the growing threat of cybersecurity risks, society
is increasingly emphasizing the importance of cultivating security awareness and capabilities. This study addresses the
common issues in current university-level programming courses, such as the disconnect between theory and practice,
limited teaching methods, and the lagging development of security thinking. It analyzes the insufficient attention to code
security issues and the lack of security awareness cultivation in C language programming course instruction, and
proposes a teaching reform approach centered on “goal-driven, classroom integration, platform collaboration, and
multi-dimensional evaluation,” integrating security thinking throughout the entire teaching process. Systematic teaching
reform measures are implemented across four phases: pre-class preparation, in-class learning, post-class review, and
extension and enhancement. These measures focus on cultivating students' programming practical skills and code
security awareness. Actual teaching results demonstrate that this reform effectively enhances students' security thinking
and practical abilities, with project practice scores increasing from 81% to 92%, thereby significantly improving the
teaching quality of programming courses.

Keywords—Security Awareness, Computer Program Design, Engineering Practice, Teaching Reform
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