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Abstract—With the rapid advancement of information technology and the escalating dynamics of cyber defense and
offense, the need for advanced cybersecurity professionals is increasingly urgent. To bridge the current gaps in
foundational cryptography education, particularly in cutting-edge perspectives and practical innovation skills, this paper
introduces a novel teaching reform model that integrates the development of privacy computing R&D capabilities. This
approach is detailed through four key facets: implementing a "value-oriented" educational philosophy, advancing
"knowledge-expansion" teaching methods, integrating "interdisciplinary" practical scenarios, and facilitating flexible
"teacher-student discussions'" both online and offline. The analysis of these reforms demonstrates a significant
enhancement in teaching quality and student satisfaction, bolstering students' practical and innovative skills and

providing a robust foundation for their future careers and further academic pursuits.
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