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The Design and Implementation of Campus Network
VPN System Based on openEuler*

Xie FuRong LinNing ZuoYue**
College of Information Engineering College of Architecture and Civil Engineering
Nanning University Nanning University
Nanning 530200 China Nanning 530200 China

Abstract—The campus network is a dedicated computer network for school teaching, research, operation and life
services. With the accelerating digital transformation of universities, remote teaching, inter-campus research
collaboration, and access to external resources have become commonplace. Traditional VPNs have security risks and
operate in a relatively complex manner. openEuler is a domestically developed high-performance operating system that
offers security, stability, and an open source ecosystem which provides a reliable foundation for campus network VPN
systems. When campus network VPNs face external attacks and internal threats, traditional solutions lack precise access
control and centralized operational capabilities, resulting in poor operational efficiency.To create a VPN system relying
on openEuler, establishing multi-campus data transmission through an SSL/TLS encrypted tunnel using OpenVPN is
essential. Implementing CA certificate mutual authentication and DH key exchange is crucial to prevent
man-in-the-middle attacks. Additionally, deploying JumpServer as a bastion host enables user permission classification
through its 4A management system, comprehensive operation log tracking, coupled with OpenVPN for dual security
protection. This system leverages openEuler's high-security kernel and Virtio-Net virtualization technology to achieve
seamless interconnection of resources across campuses while ensuring compliance with LDAP dynamic identity
verification and full-process auditing capabilities. Ultimately, this approach not only ensures compliance but also
optimizes encryption efficiency by reducing operational costs—thus creating an efficient and secure digital network
foundation for higher education institutions.
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MIF R H BRI, 1ZRRE SRR =D FET)E,
B—, f£48 IPSecVPN fEERBE WAE, #5-1 & HAEVEA
RSB, HKEE OpenVPN (1) SSL/TLS WM sh#4S N K
P UCERCAE 7, AT LRI A= FH A 3 2 i it i 1 10 1]
TrEEdEE, BE G SN TR, R ER &R,
BEAMSEIG SR M ST R B, A& Guum LS Al
55 BN SRS 2 5| R A i EE XU, £ B openEuler (1)
Cel I 151 el NN A I 2 e ol 0 =% 1 I o
Jumpserver [ FRAE B AR o DhaE, Q@i
SO, B, SEEH SRR AT LS,
MR N MR RS . =, 2R XAEIEM %%
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PR 241, 9070 DR AR J BT 7 AR ) R 8 AU

ZAGLMREA, =il SR BARHERE HH 2
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2.1 OpenVPN R

VPN, HA4HN Virtual Private Network (fEFL
BHMEE) , X2 MKt ISP LA H Al NSP, T2
FE 4 24 O RS L P BRI AR ™, el
] Al 2 T 3 N NS Al 2 Ta) T 22 4 I B4 ik
WA S . 7E VPN B, fEE MW S 456 FATAAE
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W2 BHIRBNAS A R, v DR EEEL R AA R iE
FARAE A FEE R 25 AL R ) B & TR & I —FE D)
R B AEOR, XHETUR “ B si24s1
TH LR KB LR, H2FHALK
Internet P48 K1k Ao

OpenVPN /£ Linux R JFIE VPN 500K, H&MR

StV IR PR RE S A R B S .

OpenVPN s — 3 FH >R 3833 K 04 FH I 485 o 4% Ji 1
PR, HFEE G vpn BT 5K F PE 1A
B, B=JREREGE H A/ AT B GIE, 13K
PFE 2 Wiz T OpenSSL N e LA &2 SSLv3/TLSv1 B
i, openvpn HJfE linux, windows RZEHIE1T, X2
— KA RS A un AN e R, FRAEE T web 1Y
vpn M, W5 ipsec KHA vpn AT AL

(1) OpenVpn #Hi 1) SSL 55 TLS #4i%

SSL Bl Z & B/IR, CIEN— R 2 W limn (e,
oyt B AL T 45 T DL 22 4 ORI O 4 R E0HE 1 58
Bk o SSL 2% J= r (1 X 2238 15 AT I 54
ORI Y23 I 5 B BRSO A B RE F» 2 [ 3
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br, TLS ATEAEAF 2 SSL # I TH AR, HThRE4L SSL
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(2) OpenVpn N (5 J5 B 72

OpenVpn MK EE TLS 5 i | FH 2 FF FbEH XF B AT
FRAREHAL S A H S AVHRIT e s &5, .—, Server
Al Client FHFAF—A CA I KKAIED, —&%
A3 lE 2 R I 15 AR AT P8 e 75 A1) VPN
S, H, RIS HEEBERAL (ch) , BET
TR R I gy AT I s, RIEEX T,
KT IX RN T CA N1, (A 52 % N IAVH A 7]
fREAZ TR, XA ORRR T UL RRMH I e 4, T HX
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(3) OpenVpn [ 2 Fh B 7 BiE 75 =X

OpenVPN H.% 2 B {3 IETF- B, X 2T Brnl H
AR BB AT X B2 R 1 B 4y, H iR G TS 3
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A A S B AU VPN 4R, KEE PKT SRS
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R, AHRAKIRER — i Ir 55 4% CA UETH TN A2,
BN WS R P 42 /5505 [F]) CA IEB 45 &
ECRAEH S T 4ME LDAP B I FH 342 | 28 A H e
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(4) OpenVpn )38 R FH

OpenVPN [1]4= 3558 45 )4 s A 1P i 11 CGERIA N
1194) , HERISKA UDP s BHATIEIN, ATt

2325-0208 / © 2025 ISEP



openEuler
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OpenVPN fik 55 & . £ [ % 7 iy 32 7 DY 4% ¥ L
FRIAES, X EEE S IP Hibl, B E 2 MG
B

i o
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o
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BT w A ENIE g nIEE R, ERIZOIhRE
AP S UGIE, BURAES], $EAE o A L BT,
M HZFZ RS ISR 2 a5, 28
AR P ARG w an e T A,

2.3 openEuler &%t

openFuler #:{E R4 LA Linux W% AR IETT REIR
MR, SEXNRmIERG, WP DO
SEAZ DR H R SO R O 3, TR T M RE AR E T
T FARARCR, BRI =N ER: F—,
MIBEARZENI AR, R Z &t BEE, ERCERRE
KREZFEBM A FR RN, FIHIEE G RHEALRN
EE MR I —f5: 3=, MARAENS, &M
AT Whifigl e, R4 sysHAX HEE e sE CPU I &2,
PRAF LM B 30E B I, b 45 ik K 25 =,
EAESEE L, B&EEERSSE. oitE BW5itHE
DL AN 3 S AR TR FRRE 77, 2023 3 HLEIA F
660 JiE, FHHOLMEEm. GEIRSEE T TIMEIK
AT R . openEuler24. 03LTS fRATE oeAware
Hheisde 5 A - Tune HEIAMR ARG S, SR
B CBE-RE AT TR RS 4R IR, XIR
EFER.

3 REMZRGEME
(1) VPN R% it
R RGBT TR R G S 4L R 4

VPN 225
RGMKFE SSL/TLS PMs i) 22 4= fE il AR, iz el % VPN
FA G I R B v 0 2 8 (B AR 55 - VPN R 2R a1
IV

ethi eth1

192 192:168.37.10 192.168.37.100
] €] ]
- -
Openvpn Openvpn e

P . IR

Tun VPN% Tun

1010105 T e 1010106
i

ARE2

&1 VPN R 5
(2) Fasy-rsa if P T HEi%it
F P A0 28 AARUE 5 9B (ST o, IR TE
SR BN R RS /28 P i IE i oK, AR IEIE P 35
FELE TUE HEUE BARST, CLTE e 58 B 5 A1 8%,
Al LA A2 TLS X m) DA E B3 N 258 15 3 5 1Y & 4y
ISIFFE R . Easy-rsa LEUEBIHAEWE 2 Fios.

. /build-—ca
Servery ekt
server. key

. /build-key-server server

. /build-key cllm

. /build-dh

2 Easy-rsa TEIFBHRINE
(3) Jumpserver RAIMISLIL

Jumpserver 248 T [ WX 2 4t 1) 5% 8 T Al
B, EE S E S G IAE . AR K S, H
EIZYEE RN E T RIFEER, LGN AR [T B VPN
AU TIRA IT EI P= A () 22 iz 4E TR
4 VPN RGHIERE 5 =X

AT ZRFIET OpenVPN L HIATHATHF AL &, f#
FHEBTH (easy-rsa) REH G bR, H
RO E. FTEMERE SR,
4.1 EBHNE
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A ER M e oo dE (W L E R, A6, A5,
WAV PKT, JERAAPITEAE, ETIE R AR
Fokaity, a0l 384 HRIES SR EEM A, %
HETIUE 2 K0 B W28 R IR 55 3/ e /7 S IE A5 17 3K PRIEE
B B R B A LUE BARRE, X AUT ke 78 4
REAESE, 7TLA 2 TLS XUl AR B N2 815 55
R B3 B0 IE 75 5K

EFSHIE LR AT
@O HEALAERCE

# service iptables stop //3%[HIBl Kk
# setenforce 0 // selinux 4%
M

(2 4% Fasy-rsa

fwget
https://gitcode.net/mirrors/Open VPN/easy-rsa/-/arch
ive/master/easy-rsa-old-master.tar.gz

# tar —zxvf easy-rsa—old-master. tar. gz

/R

# mv easy-rsa-old-master easy-rsa

@ ME vars

vim vars
export KEY COUNTRY="CN”

#IORE K

export KEY PROVINCE="GuangXi” #8100
export KEY CITY="NanNing” HI T
export KEY ORG="Canzy ” HA LR

export KEY EMAIL=" Canzy@qq. com” #HE4H
export KEY CN=
export KEY NAME= ” Canzy”
export KEY OU=

ORI #Z8:}
# MBI

source ./vars

BT
#1407

No /root/easy-rsa/easy-rsa/2.0/openssl.cnf file
could be found
Further invocations will fail

NOTE: If you run . /clean-all, I will be doing a rm —rf
on /root/easy-rsa /easy-rsa/2.0/keys

. /clean-all

# UF AR

. /build-ca

. /build-key—server server
. /build-key client

. /build-dh

4.2 PBRSBumbcE

%% OpenVPN, HEAT SO E W15, 8 PKI B
HERIES . ARSI B AV L & Diffie — Hellman

# ARk CAER

# R AR SS AT
# A P e T
# A R e B R

AR ZHE H F OpenVPN Ik 55 im s B H 3%, BAEARSS
JE 2 BT A T AAE R N AR TLS @5 L Z M E . B
OpenVPN Ak 55 3 (R E B SCAF . BHEE CAEFS, 5% i
UEAS /AL K DH S5 R4, B2 L VPN K UL T
P P bt A0 2 7 S 1 % p S RN 1295 J5 ) TLS -
Auth SRARTHE T 122 4, a6 vk A0 & 502
TRAESRE AL LA I, IXRE A RE 0 2 SRR A I 2%
SRS PR SSm, AEASEIEE VPN BEIE % w] LR
FOINBCIE A R, TR B A S i E SRS

55 i P B0 JR AN T

@ # mkdir /etc/openvpn/server/ //f&@—A"
FGIET H 3%

@ SEHNEFSCHERUE H s
cp
/root/easy-rsa—old/easy-rsa/2.0/keys/ca. crt
/etc/openvpn/server/
cp
/root/easy-rsa-old/easy-rsa/2.0/keys/server. crt
/etc/openvpn/server/
cp
/root/easy-rsa—old-/easy-rsa/2. 0/keys/server. key
/etc/openvpn/server/
cp
/root/easy-rsa—old-/easy-rsa/2. 0/keys/dh2048. pem
/etc/openvpn/server/

@) & e 55 i e B SCAF
ca keys/ca.crt
cert keys/server. crt
key keys/server. key
dh keys/dh2048. pem
# €S TLS/SSL L1k 4%
server 10.10.10.0 255.255.255.0
i 4019 285 1 - X 9
push “route 192.168.37.0 255.255.255.0” #
1B otk % miE
tls—auth ta.key 0

# & 3 VPN

# A TLS AiE

(TLS-Auth)

cipher AES-256-GCM # 8 T O A% i
Hik

openvpn ——genkey ——secret ta.key # £
ta. key X4

@ FFJa N 1P &3, J5 3 OpenVPN F5 i 5 Uy
vim /etc/sysctl. conf
net. ipv4. ip forward=1 # BN R 5

HH

# AL B A

——daemon ——config

sysctl —p
openvpn
/etc/openvpn/server. conf
# J2 3 openvpn
netstat —Intup | grep 1194 # BBEREZIZE
o,
(3¢

udp 0 0 0.0.0.0:1194 0.0.0.0:* 2167/openvpn
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openEuler
4.3 EBEFIRALE

R i B H ok, FRAERR SO AR gk 2k,
BT client. conf UATHACE , 8 T EFE RS 25 11)
TP Al 1, BARRUE B EEAR LA & TLS - Auth 24, SR
J [R) 20 i 5% i N % B0k AARUE P P — 35 IR P g
T T 32 R IS st T DR A SIE 5 80 [ A E S T 1 25 i
i, MR P s i UDP1194 3% 1 5 iR 4% 28 B FF
YIRS

2P B AR

O BlEE—AH 3 H T A 55 ) S

mkdir openvpn client

cp /etc/openvpn/client/client. conf
/root/openvpn client/

vim /root/openvpn client/client. conf

@ B/ i E

remote 192.168.124.100 1194

# B ORI AR 5% 2 Mk A 11, % SEEG T
AN IR 55 2 1 28 I ik A 192. 168, 124. 100, 3
125 1194

ca ca.crt

cert client.crt

key client. key

tls—auth ta.key 1 # W

cipher AES-256-GCM # ¥ 5 B A& i s Sy
@ H4 MR 55 i 2B SR 2 7 o UE 5 5 2% P o PG

B HF, IR e R Be IR I3 4 Sk .

cp
/root/easy-rsa/easy-rsa/2. 0/keys/client. crt
/root/openvpn_cilent/
cp
/root/easy-rsa/easy-rsa/2. 0/keys/client. key
/root/openvpn_cilent/
cp /root/easy-rsa/easy-rsa/2. 0/keys/ca. crt
/root/openvpn cilent/
cp /etc/openvpn/server/ta. key
/root/openvpn cilent/
cp client. conf client. ovpn
zip client. zip . /openvpn cilent/*

4.4 Jumpserver RIFERE

Jumpserver R4t & T 1l W 5 4t 1 S B IE B
HE, CHEAESEH AL #AUEH. KSEH,
EISYESE 2 J7 T R AEAE R, DL 2 BEAN R [l ) VPN
RGTIRE 1T MR A 2 s 4E 75K

HFIH Docker %%, K —H#HE:

curl —-sSL
https://resource. fit2cloud. com/ jumpserver/
jumpserver/releases/latest/download/quick

start. sh | bash

VPN 227

cd jumpserver
./jmsctl. sh start

4.5 Web JRZEEEE
Web k45 A5 lC B & DRI T -
D 235 HTTPD R

yum search httpd
yum install httpd. x86 64 -y

@ JEBh A HTTPD AR %%
Systemctl start httpd
Systemct]l status httpd

OIS PE

firewall-cmd ——permanent ——add-port=80/tcp
firewall-cmd ——permanent ——add-service=http
firewall-cmd - reload

@ %akE HTTPD fi & S

cd /etc/httpd/conf

cp httpd. conf httpd. conf. bak

vi httpd. conf

{Directory />

AllowOverride none

#Require all denied

Require all granted
R H

{Directory />

DocumentRoot “/var/www/html”
/var/www H F IR

Require all granted

Options Indexes FollowSymLinks #1401 R %
EIVH R F#A index. html, W% 282 BoniZE#L B 3%
) E SR, B izl B ST SO R B s

DirectoryIndex index.html

Y BRIV AP TTA index. html
4.6 FTPPRZEEEME

FTP 55 % SE D BRI R

@ % FTP R55 %%

yum install vsftpd -y
rpm —qi vsftpd

@ Ja3h vsftpd A

service vsftpd start

Redirecting to /bin/systemctl start
vsftpd. service

ps aux | grep vsftpd

root 2150 0.0 0.0 6820 412 ? Ss 10:52
0:00 /usr/sbin/vsftpd /etc/vsftpd/vsftpd. conf

root 2205 0.0 0.0 22108 2100 pts/0 S+
10:56  0:00 grep ——color=auto vsftpd

netstat —anplut | grep vsftpd

HIC B 0 YA U7 1] £ DY BT

#JF V5

#R BN
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tep6 0 0 :::21 :::% LISTEN 2150/vsftpd
® BEx ftp k%

yum install ftp 1ftp -y

useradd canzy

echo 123 |passwd canzy ——stdin

# WA sc WEG

passwd: FTH I B 40 36 31E 4 R L4 T ST .
1ftp —u canzy, 123 192. 168. 124. 104

1ftp canzy@192. 168. 124.104:" 1s

1ftp canzy@192. 168. 124. 104:" pwd

1ftp canzy@192. 168. 124. 104: “mkdir test

5 ZERIE

AW FE R T S B AL RERE B A A 52 BR
FR 28 22 420X — TP JE, Bt vk S8 7
openEuler ¥ /E & % . OpenVPN fpn 25 b 18 UL A
Jumpserver 422 L HT R [ ) VPN R4, i 2 ¢
X-KEE-F5)” =M FRIgEsE50E.

(1]

(2]

(4]

(3]

(6]

2 % XX M

Al M. R T Linux ) & ol RS S B 2 Bt 5
SEII AT ENBAR S HE 2
#%,2023:2-10.DOI:10.26914/c.cnkihy.2023.109380.

W SOME. e R 2 22 2= 43 AT 5 B 47 [M ST RS R 22 R AR
#:202301:146.

TR A ZE T Open VPN | R ML AR IR I R G #E  5 5K
L) AL R}
$47,2022,(06):151-153.DOI:10.19483/j.cnki.11-4653/n.2022.
06.045.

2 FE T JumpServerffiDevOps % 4= & ¥ WL A 7T [1]. 51
RSy
$4,2023,7(22):69-72.D0I:10.19850/j.cnki.2096-4706.2023.2
2.015.

%A% 22, 2 i 3 T openEuler i Linux 2 4t b FH MR AR SE R 2L
SR U] R B
71,2024,22(09):214-217.D01:10.16661/j.cnki.1672-3791.24
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FOEMF AT Linux R 5t H 2 LIS 45 17 6 SEHL L B

DR S HE
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