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Reforming Advanced Graduate Courses Under the Guidance
of Ideological and Political Education: The Case of "
Information Security Technology"
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Abstract—This study focuses on the reform of the graduate course "Information Security Technology," proposing a
teaching innovation path driven by curriculum ideological and political education. By analyzing three major issues in the
current curriculum system—outdated content in cutting-edge technologies, rigid integration of ideological and political
elements, and a singular teaching model—this paper introduces a three-tiered curriculum ideological and political
objective system of ''national sentiment-scientific confidence—ethical responsibility." It pioneers a cutting-edge
technology integration path of "technical principles—Chinese practice—global perspective" and proposes an ideological
transmission path of "historical mirror—contemporary practice," organically integrating advanced technology modules
with the transmission of ideological values. Ten new teaching units linking cutting-edge technologies with ideological
values have been added. Survey data indicate that 80% of graduate students agree that the ten cutting-edge technologies
reflect the latest trends in information security, while the achievement rate of curriculum ideological and political goals
reaches 98.8%. The data demonstrate that the curriculum ideological and political education-led graduate course
construction method proposed in this study has achieved satisfactory results, providing a replicable educational
paradigm for cultivating high-level information security talents with both global perspectives and national sentiment.

Keywords—Curricular ideological and political education, Cutting-edge technologies, Curriculum development,
Information security technology
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