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Abstract—In response to the problems faced by cryptography education in the era of artificial intelligence, such as a
fragmented curriculum system, low integration of theory and practice, and insufficient penetration of Al thinking and
the core of cryptography, this paper explores the construction and practice of a "one body, two wings, and two-way
connection" cryptography curriculum system driven by Al Based on this, a new model of talent cultivation will be
established, which involves reconstructing and integrating the theoretical curriculum system of undergraduate and
postgraduate studies, creating a closed-loop practical teaching system of '"learning-practice-battle", deepening
cross-disciplinary integration and industry-education collaboration, and building a new model of talent cultivation with
cryptography knowledge as the main body, Al-driven theory and practice as the two wings, and the integration of
undergraduate and postgraduate studies and interdisciplinary integration as the two directions. Through three levels:
course modules, anchor projects, and industrial practices, a comprehensive evaluation of students' overall basic abilities,
systematic capabilities, and innovative qualities is conducted. The students in the pilot class have made significant
improvements in dimensions such as system design ability, engineering practice ability, and AI model innovation ability.
When comparing the teaching effectiveness of 2024 with that of 2023, the practical completion rate of undergraduate
and postgraduate students increased by 2.73%/3.48%, and the teaching satisfaction rate of teachers rose by
2.25%/2.00%. Students have achieved excellent results in national-level cryptography competitions and industrial
projects, providing a reform model for the cultivation of cryptography talents in the new era that can be referred to.

Keywords—AlI-driven, One body with two wings, Integrated undergraduate and postgraduate programs, Cryptography
course, Practical innovation
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