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Abstract—To address the pedagogical pain points of fragmented knowledge, delayed practical guidance, and one-sided
competency assessment in Experiment Course of Network and Information Systems for Security Design, this paper
proposes an innovative, three-in-one teaching-reform framework. By building a knowledge-graph-driven course
knowledge network, an Al-enabled dynamic question-answering system, and an intelligent code-evaluation feedback
mechanism, a closed-loop model of “structured cognition—personalized learning—precise practice” is formed. The
knowledge graph systematically interlinks core concepts in the security domain, the intelligent question-answering
system breaks through the temporal and spatial limitations of traditional teaching, and the code-evaluation platform
establishes quantitative standards for competency assessment. The reform enhances students’ comprehensive abilities in
security-mechanism design and system-programming implementation, thereby offering a new paradigm for the
intelligent transformation of engineering-practice courses.
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