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Abstract—With the evolution of the cybersecurity industry, the capability requirements of employers for information
security professionals have shifted from “being able to use tools” to “being able to modify low-level code and conduct
offensive and defensive operations”. However, the programming courses of the information security programs in some
universities still follow the generic teaching model of the computer science discipline, and programming training is
obviously disconnected from the cultivation of security capabilities. Based on the teaching practice of the information
security program at Changchun University of Science and Technology, this paper sorts out the prominent problems in
the teaching of programming courses, such as generic content, a fragmented curriculum system, and the lack of
adversarial training in experiments. Guided by the OBE philosophy, a reform path of “security orientation, progressive
layering, and technology-code integration” is proposed. Specific measures include restructuring the course content
progressively by academic year, introducing the CTF competition mechanism into routine experiments, and adjusting
the assessment orientation of programming courses with “security robustness” as the yardstick. After nearly two years
of pilot implementation, students’ capability of low-level code auditing and their awareness of security tool
development have both improved, and preliminary results have been achieved.
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